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Recently, Gmail
has been a prime

target for
cybercriminals. 

How Does This Happen?
Cybercriminals often
use an exploitation

technique of a users
trust by relating their

email with familiar
brands that creates a

sense of urgency. 

This may include
spam emails and
potential scam

attachments/links
that have been

sent. 

Phishing and
scamming is an
attempt to steal

personal
information.

Although Gmail
tries to suspect

unfamiliar emails,
it still can be quite
hard to identify.



Potential scam/phishing emails that you may
encounter. 

Examples



Don’t respond to the email.1.
To report the email, in the spam alert, click
Message looks suspicious. This action sends
a report to the Gmail team to investigate.

2.

If it was received from one of your contacts
let your contact know by other means that
their email account might be hacked. 

3.

Blocking an Email: 
On your computer, go to Gmail.1.
Open the message.2.
In the top right, click More. 3.
Click Block [sender].4.

What You Should Do If You Encounter a
Potential Scam Email



Resources To
Help!

G O O G L E  H E L P
C E N T E R

https://knowledge.workspace.goo
gle.com/kb/how-to-report-an-
email-as-phishing-000008479 

A N D R O I D  P O L I C E
A R T I C L E

https://www.androidpolice.com/ho
w-to-report-phishing-emails-
scams/

C Y B E R C R I M E
S U P P O R T
N E T W O R K

https://fightcybercrime.org/scams/hacked-
devices-accounts/phishing/?
gclid=Cj0KCQiA67CrBhC1ARIsACKAa8TY
pKBLK1bNRxxijrmnIAq9gm_xc1ZBtWiVC
m5DXysw2ZZbWHJwcY0aAvHdEALw_wc
B


